
Bromley Heath Bulletin

Ransomware Update

As you are aware, two weeks ago CSET suffered a 
ransomware attack which meant that all schools using CSET 

for their IT systems found themselves without any 
technology while the problem was identified and isolated. 

In order to contain the attack, our IT systems were 
immediately shut down and all IT removed from site. This 
means that we have been without any form of internet, 

technology or the ability to print for a while now.

The recovery from this significant blow will be slow and 
challenging for our school team. While we are working 

closely with South Gloucestershire Local Authority to wipe, 
clean and rebuild systems/devices as well as restore our 

internet, the whole team have needed to come to terms 
with the fact that all our curriculum resources, 

documents, reports and planning (years and years of hard 
work - individually and as a school team) has been lost to 

this attack.

An ongoing investigation is underway regarding the 
Ransomware attack and the Local Authority have stated the 

following: ‘The Council have been in ongoing discussions 
with both the Police Cyber Security Department and the 

Trust who have both informed us that at this stage they do 
not believe that personal data is at risk from their 

investigations to date. We are continuing to work with both 
the Police and the Trust and will continue to ensure that all 
of our schools remain safe and secure and education can 

continue with minimal disruption.’

We will be able to recover essential paperwork in reference 
to SEND as these are held centrally within the LA and, as 

we use Arbor and CPOMs for our storage of personal data 
for our children (both cloud based), these have been 

unaffected by this and remain secure.

We have now managed to restore some Wi-Fi capability to 
school (although this is not as effective as we would like) 
and have purchased some Chromebooks for each class 
teacher's temporary use so that we can begin to bring 

technology back into classrooms immediately after the 
Easter holidays. We are hopeful that we will be able to 

have our servers relaunched for our administrative 
purposed by the start of term 5 and for our teachers to 
have devices and servers restored for class-based use 
shortly thereafter. Our children's devices will then be 
rebuilt after this with a hope that full access can be 

restored for adults and pupils alike by the end of term 5.

In the meantime, we have continued to make sure that our 
children's experiences and learning – while looking a little 
different right now – is not negatively affected by these IT 
challenges. Our whole school team have been absolutely 
brilliant and have shown a huge amount of positivity and 

resilience while facing yet another significant challenge on 
the back of the last 12 months.

Thank you also for your support as a community and 
patience over the last few weeks and, indeed, in the weeks 

to come.
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Dates for the Diary

1.04.21 – End of term 4

19.04.21 – Start of Term 5
3.05.21 Bank holiday - (school 

closed)

w/c 17.05.21 - Science 
week (including Explorer Dome)

27.05.21 - End Term 5

28.05.21 INSET DAY – school 
closed

7.06.21 - Start Term 6

21.07.21 - End of Term 6

Easter holiday Covid 
reporting

Who to inform:
Email the Early Years-Schools 

Covid-19 Incident Mailbox: ey-
schoolscovidincidents@southgl

os.gov.uk
REMEMBER: Your whole 

household needs to self-isolate 
for 10 days from the start of 
symptoms / booking a test.

What information to include:
• The name of the school / 

setting
•The year group and class your 

child is in
• When your child’s symptoms 

started
• When they were tested

• What type of test they had 
(e.g. PCR)

• When they were last in school

The LA will contact the school if 
your child’s positive result 

means a class bubble, including 
children and staff, need to 

isolate.

mailto:ey-schoolscovidincidents@southglos.gov.uk


Bristol Arts Week
BHJS had a great time last week exploring 
Bristol based art, artists and landmarks.

The focus this year was on the use of 
watercolour and masking fluid to preserve 

and protect white space for impact.

Here is just a small sample of the fabulous 
results achieved!

Atticus (Y3)

Ollie (Y6)

James (Y6) Emi (Y5)

Eve (Y5)

Flora (Y4)

Bea (Y3)

Thea (Y4)


